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Motivation

Starting point
The Josef Ressel Center for Intelligent and Secure Industrial Automation started in July 1 for 5 years.

Motivation:
I TDA could be useful for some aspects
I Intrinsic, curiosity-driven application-independent interest
I Happy to learn about more links to TDA
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Creating context: About me

I Studied Computer Science and Mathematics
I PhD in Computational Geometry, 2011
I PostDoc und Senior Scientist

I PostDoc in Herbert Edelsbrunner’s group, 2013–2015
I Kernel-based topological machine learning

I R&D at B&R Industrial Automation, 2015–2019
I ACOPOStrak: Multi-agent transport system between logistics and robotics

I Professor at FH Salzburg, 2019
I Heading JRC ISIA
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Profile of a Josef Ressel Center

Funded by the Christian Doppler Society:
I Christian Doppler Labs at Universität
I Josef Ressel Center at Fachhochschule

Profile of a JRC
I Run for 5 years, shall build up research structures beyond that timespan
I Foundation-oriented applied sciences
I Co-funding by and cooperation with company partners (50 %)
I Aims for high scientific standards, scientific and organizational independence
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Vision of Industry 4.0

Dark Factory
Entierly automated and autonomous production and supply chain.

I Autonomy of industrial machine is a prerequisite.

ERP
MES
SCADA

PLCs
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Digital assistant for industrial machines

Digital assistant
I Supports human operator in supervision &

operation
I An intelligent agent in the sense of Russel &

Norvig
I Security important due to permeability of IT

and autonomy

Digital
assistant
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The research center JRC ISIA

OT architecture OT intelligence OT security

👤👤 👤👤 👤👤
PostDoc + PreDoc PostDoc + PreDoc PostDoc + PreDoc

👤👤 👤👤 👤👤

2 Master students 2 Master students 2 Master students

👤
Stefan Huber

Head of center

Steering
Committee

Scientific
Advisory Board

€ 1 000 000 by + € 1 000 000 by

WISS 2025 Co-Project

👤
Professor (20h)

👤
PostDoc (20h)

€ 500 000 by
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Interaction of digital assistant

OPC UA as industry 4.0 base technology
I Allows for data access and information modeling
I Allows for semantic modeling
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Background: OPC UA information modeling

The basic modeling concept knows
I nodes of different classes (e.g., variables, objects, types, …) and
I references between nodes (e.g., HasTypeDefinition)

Information modeling through typed references:
I Through HasTypeDefinition we put instance and type in to relation
I Through HasProperty we aggregate complex types
I Through HasSubtype we erect a type hierarchy (like in OOP)
I Through custom reference types we can model semantic networks (i.e., knowledge graphs)

Companion specifications
Different industries defined “standard information models” called companion specifications, e.g., for
injection molding machines, for robotics, and so on.
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State space trajectories

I Discrete automation is about repetitive processes
I The OPC UA address spaces span a “state space”, which

is of high dimension
I Intuition: Repetitive processes lead to cyclic state space

trajectories
I Idea: Record many trajectories and form a model of the

subspace capturing the “benign” trajectories.

Anomaly detection
Detecting trajectories leaving
benign subspace, for machine
operation and security

Honey Pots
Generative methods for
artificial trajectories. (Or for
simulation purposes.)

Process control
Learning the control task of
keeping trajectories within
benign subspace

Stefan Huber: AI-driven Industrial Automation and TDA 10 of 23



Subspace of benign trajectories

Let X denote the state space.
I γ1, . . . , γn be samples of benign trajectories, say,

γi : [0, 1] → X .
I Then we look for some subspace S ⊂ X of benign

trajectories that “captures” γ∗
1 , . . . , γ∗

n ⊂ X .

Topological structure of S is probably interesting:
I Companion specification for injection molding defines 3000 variables
I Require dimensionality reduction
I Hypothesis: For dimensionality reduction, it is beneficial to preserve the structure of S.
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Non-linear dimensionality reduction

Autoencoder neural networks
I We consider an encoder net e : X → L and a decoder net d : L → X .
I The goal is to learn idX for the composition d ◦ e.

→ gradient descent optimization of the model parameters according to a loss that captures
‖ idX −d ◦ e‖ on the training data

I L is the low-dimensional latent space, e is a non-linear dimensionality-reduction map.

Issue: Learning idX is uninformed about the structure of S. Hence, e(S) might have a very different
(geometrical, topological) structure than S.
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Topology-preserving autoencoders

[Moo+20] presented a topology-preserving autoencoder:
I Idea: Add a regularization term “topological loss” based on 0-th persistence diagram using the

Vietoris-Rips complex.
I Intuition: Minimizing loss harmonizes input space and latent space topology-wise.

[Sch+20] presented a geodesic-preserving autoencoder:
I Goal: Make geodesic distances on e(S) ⊂ L similar to S ⊂ X .
I Previous approaches considered local neighborhood graphs in X that shall resemble S.

Issue with choosing neighborhood size. Too small size destroys connectedness, too large size adds
short circuits. Even worse for mini-batch training.

I Idea: Use witness complexes with mini batch being landmarks.
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Obtaining real-world data

Being able to generate data and control experiements is key.
I A testbed will be built up in the first year
I Will serve all three research fields

Smart Factory Lab

I Will host the testbed of ISIA
I Contains robots, NC machines, 3D printers, …
I Will be extended for our purposes
I Hardware provided by our company partners and through

their customer network
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Topology-assisted semi-supervised learning

Small data challenge
Training data for supervised learning is precious, especially in the OT domain
I Labeling data is costly

Unsupervised learning does not need labels; it finds labels
I Therefore, in practice, unsupervised preprocessing to establish “structure” can be used to leverage

supervised learning → unsupervised pretraining

Semi-supervised learning is supervised learning on partially labeled data:
I E.g, if an data point is not labeled, take label from unsupervised learning, e.g., k-NN clustering.
I → persistence can be used to inject topological information, see [Iné+22].
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Fitness landscape analysis

Heuristic (gradient-free) optimization techniques in AI:
I Hill climbing (HC)
I Simulated annealing

I Genetic algorithms (GA)
I MIMIC

General theme
I Search space X of candidate solutions
I Encoding function e : X → R , with R often being {0, 1}n or Rn or permutation set Sn

I Fitness function f : R → R to be maximized

Example TSP:
I Set of points p1, . . . , pn ∈ R2. X is the set of Hamiltonian cycles on the complete geometric graph.
I R is the permutation set Sn and e encodes cycle (pi1 , . . . , pin ) as (i1, . . . , in).
I f : Sn → R : π 7→ weigth of the cycle (pπ(1), . . . , pπ(n)).
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Fitness landscape analysis

The performance of different optimization techniques depends on the structure of the fitness landscape:
I Fitness Landscape Analysis (FLA), see [PA11]
I “Landscape” means we need a “notion of connectness” ([PA11]): Endow R with a metric d
I Example TSP: R is transposition graph on Sn and d is shortest path length in R

[PA11] on the purpose of FLA motivates the application TDA:
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Toy example: Hill Climbing for TSP

In [Leh+22] we looked HC for TSP (commissioning for high-bay storages) in mlrose library:
I Start at random π ∈ Sn, and keep following optimal candidate in distance-1 neighborhood.
I If stuck in local optimum, repeat for a given number of retries.

Idea to prolong HC walks ([Leh+22]):
I If stuck in “insignificant” local optimum, escape and try to continue HC.
I Here “insignificant” means that we allow for 1 step downwards.
I In other words: We (kind of) attempt to ignore low-persistance local optima.

→ Persistence-based FLA could allow us to justify this strategy depending on the application (fitness
landscape) at hand, e.g., TSP.
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Finding peaks
“Finding peaks”-type problems are direct, simple applications for persistence.

Figure:
https://stackoverflow.com/questions/3684484/peak-detection-in-a-2d-array/47190183#47190183

Sometimes we find applications that look for peaks in some dual space.
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Practical low-hanging fruit: Peaks in Fourier transform

System identification for a closed-loop controller in motion control.
I Excitation signal of servo drive. Consider Fourier transform of the mechanical system’s response
I Task: Detect peak at non-zero frequency, which is the natural frequency of the system.
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Topology-enhanced Hough transform

Hough transform is a well-known technique for shape detection in images.
I E.g., we have a pixel graphics displaying a few lines, which we would like to detect.
I Has been generalized to arbitrary shapes. Is related to the Radon transform [GLV04].

Basic idea for lines
I Dualize a line ` by means of the Hesse normal form, i.e., r = x cos Θ + y sin Θ.
I Given a single point (x , y), all lines through this point form a sinusoidal curve (r , Θ) as dual.
I Given ≥ 2 points on `, the corresponding sinusoidals intersect at the dual of `.
I For each pixel, draw all corresponding sinusoidals. “Drawing” means incrementing a pixel value in

the dual image. Then look for peaks in the dual image.

→ Persistence probably helps when lines are distorted, noisy or otherwise imperfect.
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Vague outlooks

Generative methods for time series data through time-series predictors (forecasting):
I Research along the line of topology-informed time-series forecasting [Zen+21]?
I Not univariate time series, but higher dimensional state-space trajectories
I Not like stochastic processes (e.g., Wiener process) as in stock exchange

Classification of state-space trajectories:
I Trajectory γ : [0, 1] → X versus γ∗ ⊂ X .
I Classification based on variants of γ∗ ⊂ S ignore dynamics of γ.
I But if a machine’s process iterates in a sub-cycle then the latter is agnostic to this.

Exploitation of the semantic information in OPC UA information models
I Knowledge graphs used for: few-show learning for image recognition [Che+20] and semi-supervised

learning
I Knowledge graph embeddings into a continuous space
I Dimensionality reduction assisted by semantic information
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TDA and our research agenda

Motivation:
I Intrinsic, curiosity-driven motivation independent of the application
I Hypothesis that it can be useful for your application

The setting of the Josef Ressel Center:
I Allows for basic research to some extent
I Larger focus on application-driven research and the transfer from basic research towards

applications.

Conclusion
Would be happy to find many links to TDA
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