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Die Aufforderung zum Tanz



Bruce Schneier’s classic ,, Applied Cryptography " (1995), iiber Fair Coin Flips (sec. 4.10):

A short while later, Alice and Bob happened upon a book on
artificial intelligence, lying abandoned by the roadside. A good
citizen, Alice said, “One of us must pick this book up and find a
suitable waste receptacle.” Bob agreed, and suggested they use
their coin-flipping protocol to determine who would have to
throw the book away.

'PLIED
CRYPTOGRAPHY

“If the final bit is a 0, then you will pick the book up, and if it is a
1, then I will, ” said Alice. “What is your bit?”

> Al war zu Zeiten ein Orchideenfach.!

> Al (vorallem ML) und Cybersecurity haben sehr unterschiedliche Wertevorstellungen (Methodik).

Die Nobelpreistrager John J. Hopfield and Geoffrey E. Hinton (2024) und Turing-Award-Winner Andrew Barto und Richard Sutton (2024) sowie Yoshua Bengio, Geoffvey Hlnton und Yann
LeCun (2018), und sehr viele andere haben diese Durststrecke durchgehalten. =} (=2 = DA



» Verankerung in der diskreten Mathematik

> Proprietdre/obskure Praxis historisch
abgestraft

» Kleine Anderungen haben enorme
Auswirkungen

» Jedes Bit zahlt

Beispiele:
» Magenta-Algorithmus
> Debian weak keys (openssl)
» POODLE Attacke auf SSL 3.0
» Meltdown Timing-Attacke auf Intel CPUs



Unterschiedliche Sozialisierungen

Cybersecurity Machine Learning

Verankerung in der diskreten Mathematik Verankerung in der Statistik und
Proprietare/obskure Praxis historisch Wahrscheinlichkeitstheorie

abgestraft Proprietare Praxis hat Lerntheorie weit

Kleine Anderungen haben enorme tiberholt — Innovationsinversion
Auswirkungen

Jedes Bit zahlt

Funktioniert phantastisch, aber warum?
Wissenschaftliche Praxis unter Druck

Beispiele: Beispiele:
Magenta-Algorithmus PAC learning, Rademacher complexity

Sprachmodelle mit 1 000 000 000 000
POODLE Attacke auf SSL 3.0 Parameter, komplexe Architektur und

Meltdown Timing-Attacke auf Intel CPUs Zusammenspiel vieler Techniken

Debian weak keys (openssl)

S. Huber: Wo Al und Cybersecurity in Salzburg Tango tanzen Die Aufforderung zum Tanz 3 von 18



Suche nach einem gemeinsamen Tanz



Basierend auf Russel und Norvig, Artificial Intelligence

Zwei Begriffsbildungen fiir Al: Kiinstliche Systeme, die

per se menschliche Leistungen vollbringen, oder
rational handeln.

Aktion

- i
Agent

Programm

Zwei technologische Zugange fiir Agentenprogramm:

Umgebung
t ]
> Konstruktiv: Symbolic Al (Logik), Suchen und Planen, Spieltheorie, Regelungstechnik, . ..

Perzeption
» Machine Learning: Automatisches Lernen aus Daten, womoglich adaptiv
=} = - A
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Basierend auf Ross Anderson, Security Engineering:

Anwendung Security engineering
A Alice Policy «—— @ Incentives Opponent
1 I X I < A Mallory
& Bob Mechanism <—— Assurance
> Staaten
> P: Was soll erreicht werden? > Kriminelle
> M: Implementierung von P > Geeks
> A: Verlasslichkeit von M » Hactivism,
> |: Motive der Betreiber und Missbrauch
Opponenten



» Menschliche Agenten — Al Agenten > (Klassische) Rationale Agenten — Al Agenten

Anwendung Security engineering
. Opponent
A Alice Policy <—— Incentives PP
I I >< I D 3 Mallory
A Bob Mechanism <— Assurance

> Deep fakes & phishing

> Data poisioning > Anomalieerkennung > Social engineering

» Advesarial Al > Filter
» Datenanalyse

> Auton. attack response

DA™




Anwendung Security engineering
A Alice Policy «—— Incentives
£ Bob
Mailsystem

Mechanism <— Assurance

A

Opponent

Spamfilter

A Mallory

Phising Attacke
Al-basierte Phisingangriffe
Al-basierte Spamfilter &

Analogie zu Grabner's Bullshit Jobs. ldiokratie von sich selbst beschaftigenden Al-Systemen.




Alex de Vries, The growing energy footprint of artificial intelligence, Joule 7 (10), 2023

Training:

» BLOOM Sprachmodell kostete 433 MW h, GPT-3 kostete 1.287 GW h
» 1 Durchlauf, um 175+ Mrd. Modellparameter zu trainieren

Inferenz:

> Verantwortlich fiir 60 % des Energieverbrauchs (Google, 2019-2021)
> ChatGPT: 3W h pro Anfrage

> Al-powered Google Search: 7W h bis 9W h pro Anfrage

> Google's Energieverbrauch 2021: 18.3 TWh, 10% bis 15 % fiir Al
> Worst-case Szenario: Google brauchte 29.3 TW h (Elektr. Energieverbrauch von Irland)

o «F = = T 9Dace
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FINANCIAL TIMES

HOME WORLD US COMPANIES TECH MARKETS CLIMATE OPINION LEX WORK&CAREERS LIFE&ARTS HTSI

save

EILIENE

Oracle Corp 2025'05'23

Oracle to buy $40bn of Nvidia chips for
OpenAl's new US data centre

The 1.2 gigawatts infrastructure project will be one of the largest in the world

Construction is under way on a Project Stargate Alinfrastructure site in Texas © Daniel Cole/Reuters

» Gas- und Dampfkraftwerk Mellach:
0.832GW

» Three Mile Island Kraftwerk fiir
Microsoft: 0.800 GW

BlB]c

Home News Sport Business Innovation Culture Arts Travel Earth Audio Video Live

Microsoft chooses infamous nuclear site
for Al power

20 September 2024 share ¢ save []

Natalie Sherman

8BC News

> Talks beim 38C3
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> Einfi ] I
> Anbauflachenaquivalent: \I,E\,Ii:;uporsuS?F der Dampfkraft: Kapitalismus
Getreibe fiir 1 kg Brot = 30 kg Erdapfel
. . > 1850: 150 % der brit. Flache an Wald wiren
> Bei geringerem Verarbeitungsaufwand

notwendig fiir brit. Energiebedarf
> Freie Arbeitskraft = Voraussetzung fiir

Industrialisierun > Aktuell: Europa braucht 20-fache der
& potentiellen Holzenergie

Fritz Dittlbacher

Warum Wein einst

| gesunder als Wasser

| war und wie Kartoffeln

die Welt veréndert
haben

Geschichte in Gescl




Salzburg als Tanzlocation

fir Al & Security



Josef Ressel Zentrum fiir Intelligente und Sichere Industrieautomatisierung:

> € 3M Forschungszentrum zu Al, Security und OT mit B&R, COPA-DATA und SIGMATEK
» 3 Professoren, 2 PostDocs, 5 Doktoranden, 8 Master-Studierende
Testbed

» Ziel: Industriemaschinen autonomer (intelligenter und sicherer) zu machen

Zustandsraum

ML-Modell der Verteilung:
> Anomalieerkennung & IDS
>

> Generative Modelle fiir Honeypots
» Honeypot-Interaktion durch RL




Zentrum fiir Sichere Energieinformatik:
> Aus dem ersten JRZ der FH Salzburg hervorgegangen
> Security fiir Al, Privacy und PETs fiir datenbasierte Anwendungen, Fokus auf Energiebereich

Smart Meter Verbrauchsprofil Privacy-Angriffe:
R > Re-ldentifikation von Haushalten

o - » Schlussfolgerungen auf Nutzunsweisen

oo N (Vermietung, Zahl der Personen, spezielle

N e Verbraucher, etc.)

oo o2 > Schlussfolgerungen auf sozio-demographische

G PP R BT Charakteristika

_Time of day

Source: D. Radovanovic et al., How unique is wekly smart
meter data?, Energy Informatics 2022, 5:13
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Zentrum fiir Sichere Energieinformatik:
> Aus dem ersten JRZ der FH Salzburg hervorgegangen
> Security fiir Al, Privacy und PETs fiir datenbasierte Anwendungen, Fokus auf Energiebereich

Smart Meter Verbrauchsprofil Privacy-Angriffe:

» Re-ldentifikation von Haushalten

Time of day

isen
pezielle
Neues € 3M Forschungszentrum zusammen mit
Paris Lodron Universitdt Salzburg (PLUS) eingereicht graphische
Source: D. Ra
meter data?, Energy Informatics 2022, 5:13
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Source: D. Ra
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Zentrum fiir Sichere Energieinformatik:
> Aus dem ersten JRZ der FH Salzburg hervorgegangen
> Security fiir Al, Privacy und PETs fiir datenbasierte Anwendungen, Fokus auf Energiebereich

Prof. Dimitris Simos startet im Juli als
Briickenprofessor Cybersecurity zwischen FHS und PLUS

ten
isen
pezielle
graphische
meter data?, Energy Informatics 2022, 5:13
o =) = = = 9ace
'S. Huber: Wo Al und Cybersecurity in Salzburg Tango tanzen Salzburg als Tanzlocation, fiir Al & Security ~ 12 von 18




> Seit WS 2024/25 an der FH
Salzburg

> 15 Platze pro Jahr

> Operations Security
> Attack-Defense Simulation
> Angriffsvektor Mensch




Beispiel aus Industrie: Denuvo

STUDIUM UND WEITERBILDUNG FORSCHUNG INTERNATIONALES CAMPUS LEBEN FUR INTERESSIERTE Q @
Akos Cservenak | 10.07.2024 | AGV and AMR >
Uberblick
Forschungsfelder Wilfried Wéber | 24.04.2024 | Interpretable ML >

Forschungsteam
Partner & Kooperationen Reichenwallner, Meerwald-Stadler | 24.01.2024 | Video Game Protection v

v Reading Group

Reading Group Archiv

News

Video Game Protection: from Obfuscation
with Mixed-Boolean Arithmetic to Machine-
Learning of Bot Behavior

4

Denuvo GmbH is a software company based in Salzburg helping major game publishers protect their video game releases. In this
talk we will look at two particular technologies relevant for (i) code protection and (i) guarding the players' experience of online
games.

Mixed-Boolean Arithmetic expressions combine arithmetic and bit-wise operations. They can be used to rewrite code in an
arbitrarily complex way that is believed to be hard to simplify. We present some deobfuscation results and explain why MBAs need
to be chosen carefully. Background publications: [1] and [2]

Cheating and Bots are prevalent in many online games. We explore methods to distinguish human players from bots using
heuristics based on their behavior, as well as supervised and unsupervised machine learning techniques.
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Efficient Deobfuscation of Linear Mixed Boolean-Arithmetic
Expressions

Ben]amm Reichenwallner

h

wallner@d 0.com
Denuvo GmbH
Salzburg, Austria

ABSTRACT

Mixed Boolean-Arithmetic (MBA) expressions are frequently used
for obfuscation. As they combine arithmetic as well as Boolean
operations, neither arithmetic laws nor transformation rules for
logical formulas can be applied to suitably complex expressions,
making MBAs hard to simplify and solve.

In 2019, Liu et al. demystified linear MBAs, leveraging a trans-
formation between the set B = {0,1} of bit values and the set
B" of words of length n € N for linear MBAs, originally intro-
duced by Zhou et al. in 2007. With their MBA-Blast and MBA-Solver
algorithms, they outperform existing tools noticably in terms of
performance as well as ability to simplify of such MBAs.

‘We propose a surprisingly simple algorithm called SiMBA that
improves upon MBA-Blast and MBA-Solver in that it can deobfus-
cate all linear MBAs, does not miss particularly simple solutions
and takes only a fraction of their runtime.

CCS CONCEPTS

« Software and its engineering — Formal ﬁWﬁ gnﬁwﬁoﬂ; .
oftware security engineeri

Security and privacy — Soj ing; » Theory
of computation — Equational logic and rewriting.

Peter Meerwald-Stadler
peter.meerwald@denuvo.com
Denuvo GmbH

zburg, Austria

replaced by semantically equivalent mixed Boolean-arithmetic ex-
pressions in order to make (commonly binary) code harder under-
standable and thereby help hide secret information such as data
and algorithms — e.g., used for watermarking or license checks —
via introduction of exaggerated complexity. The goal is to rewrite
passages which are easily identifiable in program code as well as
in binaries into expressions which are not easily referrable to the
original ones.

MBA expressions contain logical as well as arithmetic operations.
Due to a bad interaction between those, they cannot be resolved
straightforward using any established SAT solvers or mathematical
tools which either concentrate on logical or on arithmetic expres-
sions. However, with the rise of methods to generate MBAs, a
variety of tools for their deobfuscation, i.e., simplification, or verifi-
cation are being developed. They use various techniques such as
pattern matching (e.g., SSPAM [5]), neural networks (e.g., NeuRe-
duce [7]), bit-blasting (e.g., Arybo [10]), stochastic program synthe-
sis (e.g., Stoke [14], Syntia [1] and Xyntia [12]) or synthesis-based
expression simplification (e.g., QSynth [3] and msynth [2]).

Sufficiently complex MBAs are commonly generated by a rewrit-
ing teck iteratively b by eq
more complex ones using a codebook of MBA identities [15]. Obvi-

] = =
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algorithms, they outperform existing tools noticably in terms of
performance as well as ability to simplify of such MBAs.

‘We propose a surprisingly simple algorithm called SiMBA that
improves upon MBA-Blast and MBA-Solver in that it can deobfus-
cate all linear MBAs, does not miss particularly simple solutions
and takes only a fraction of their runtime.
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straightforward using any established SAT solvers or mathematical
tools which either concentrate on logical or on arithmetic expres-
sions. However, with the rise of methods to generate MBAs, a
variety of tools for their deobfuscation, i.e., simplification, or verifi-
cation are being developed. They use various techniques such as
pattern matching (e.g., SSPAM [5]), neural networks (e.g., NeuRe-
duce [7]), bit-blasting (e.g., Arybo [10]), stochastic program synthe-
sis (e.g., Stoke [14], Syntia [1] and Xyntia [12]) or synthesis-based
expression simplification (e.g., QSynth [3] and msynth [2]).
Sufficiently complex MBAs are commonly generated by a rewrit-
ing teck iteratively b by equivalent,
more complex ones using a codebook of MBA identities [15]. Obvi-
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Die Tanze von morgen



A GUIDE TO
BUILDING DEPENDABLE
DISTRIBUTED SYSTEMS

ROSS ANDERSON

Chapter25  New Directions? 865

25.1 Introduction 865 H H H
252 Autonomous and remotely-piloted vehicles 866 > P roactive / Rea ctive Sec uri ty
25.2.1 Drones 866 . . .
2522 Self-driving cars 867
25.2.3 The levels and limits of automation 869 > MaChIne Learnlng for Slgnature7 Anomaly’
25.2.4 How to hack a self-driving car 872 . 4N
55 a1/ w7s Scan Detection & Network Profiling
25.3.1 ML and security 875
2532 Attacks on ML systems 876 . . . .
255 il and sty o » Privacy-Preserving Data Mining
25.4 PETS and operational security 882
2541 Anonymous messaging devices 885 .
242 Socasapport s » Emerging Challenges
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> BWL

> VWL

» Offentl. Verwaltung
> Geostrategie

Wunsch nach
Effektivitats- und

> Autos, Baumaschinen

> Automatisierungssysteme
» Drohnen, Waffensysteme
> Decision Support

Problematische
Trainingsdaten

Diskriminierung
Poisioning

ML-basierte

Effizienzsteigerung

autonome Systeme

z.B. Agentic Al

Anfillige
autonome
Systeme
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» .
BWL » Autos, Baumaschinen Problematische

> VWL . Trainingsdaten
> Automatisierungssysteme

» N
Offentl. Verwaltung » Drohnen, Waffensysteme Diskriminierung
> H - .
Geostrategie > Decision Support Poisioning
Wur.xsFI?. nach ML-basierte Anfillige
Effektivitats- und autonome Svstemne autonome
Effizienzsteigerung y Systeme
z.B. Agentic Al 4
Snake oil . Advesarial Al
PoC vs. Al engineering Unethische Agente Safety
Gold rush Fehlende Moral Luckenhaf.te
Lerntheorie
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> Al kann/ist ein Boost fiir Security-Mechanismen sein
> Al ist ein Boost fiir Mallory
> Wenn Alice ein Mensch ist

> Wenn Alice ein Al-System ist

Al und Cybersecurity stehen in einer ambivalenten Beziehung.
> Cybersecurity ist conditio sine qua non fiir Al-Systeme
> Bedeutende gesellschaftliche und politische Fragen
=} F = E E DAl
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